
Understanding the changing 
nature of online child sexual 
abuse imagery

Emma Hardy, IWF Communications Director 
& Co-Director UK Safer Internet Centre

Search ‘Internet Watch Foundation’



//  Protecting children for 25 years iwf.org.uk



//  Protecting children for 25 years iwf.org.uk

UK Safer Internet Centre : saferinternet.org.uk

Project Evolve, free toolkit for schools : projectevolve.co.uk

IWF YouTube account : youtube.com/c/IWFhotline

Girls’ campaign : gurlsoutloud.com

Parents’ campaign : talk.iwf.org.uk

Report Remove - for children and young people to remove a nude : childline.org.uk/remove

Helpful Links
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What is the IWF?
• We’re a not-for profit child protection 

organisation, building some of the world’s 
best technology-for-good.

• We identify images and videos showing 
the sexual abuse of children, wherever 
they are found on the internet. We then 
work with partners and law enforcement 
globally to have them removed.

• For 25 years we’ve given people a safe 
place to report child sexual abuse 
imagery, anonymously – now in 
50 countries.

• More than 170 global technology 
companies make up our membership.

Funders & partners
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Our Members

KG o 
update 



//  Protecting children for 25 years iwf.org.uk

UK Safer Internet Centre

• Awareness Centre to provide advice 
and support to children and young 
people, parents and carers, schools etc.

• Hotline an anonymous and safe place 
to report and remove child sexual abuse 
imagery and videos, wherever they are 
found in the world.

• Helpline to provide support to 
professionals working with children and 
young people with online safety issues.

Nominet funded project encouraging 
responsible use of technology and making 
the internet a safer place for children & 
young people.
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that webpage showed a child being sexually abused.

In 2021, we assessed a webpage 
every one-and-a half minutes.

Every two minutes, 

Data gathered from each report helps to 

build and curate the services we provide 

to companies to prevent the distribution 

of child sexual abuse images and videos.
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Scale of problem in 2021

361,062
reports assessed by human analysts

252,194
reports confirmed as child 
sexual abuse imagery:

64% 
increase from 2020

72% included ‘self-generated’ imagery

Just 0.15% 
of child sexual abuse material is UK-hosted

11 to 13year-old children were 
most seen age group

= 68% of all actioned content
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By the end of 2021

1,004,611
Digital fingerprints (hashes). Each was created from a unique 
child sexual abuse image. We add to this number daily.

A hash* 
Is a unique digital fingerprint, or label, that identifies 
a picture of confirmed child sexual abuse. 

*Not to be confused with a # hashtag
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Change in scale: 10 years’ growth in reports
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Change in sex of victims over 10 years
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Girls seen in imagery
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97% of the reports
showed girls

In 2021:

1% showed boys

showed 
both sexes

A small number 
were unidentifiable.

2% 



//  Protecting children for 25 years iwf.org.uk

Severity of abuse: 2021
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Category A:

Images involving penetrative sexual 
activity; images involving sexual 
activity with an animal or sadism.

Category B:

Images involving 
non-penetrative 
sexual activity..

Category C:

Other indecent images 
not falling within 
categories A or B.
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Age of victims: 2021
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North America
52,874 Reports | 17%

South America
522 Reports | 0% Africa

14 Reports | 0%

Europe
(Including Russia & Turkey)

180,852 Reports | 72%

Asia
16,936 Reports | 7%

Australasia
42 Reports | 0%

Hidden Service:
931 Reports | 0%

No host location*:
45 Reports | 0%

Location of content: 2021
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Netherlands
102,676 Reports  |  41%

United States
52,774 Reports  |  21%

India
10,996 Reports  |  4%

Hong Kong
3,008 Reports  |  1%

France
14,792 Reports  |  6%

Latvia
14,163 Reports  |  6%

Romania
6,580 Reports  |  3%

Moldova
6,085 Reports  |  2%

Germany
8,219 Reports  |  3%

Russian Federation
11,765 Reports  |  5%

Location of content: 2021
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UK-hosted child sexual abuse: 2021

• The UK hosts a small volume of online child
sexual abuse content.

• When we were founded in 1996, the UK hosted 
18% of the global total; in 2021 this figure was 
just 0.15%.

• In 2021, 381 URLs displaying child sexual 
abuse imagery were hosted in the UK, an 
increase of 112% from 180 URLs in 2020. 

• 24 companies who were abused were not IWF
Members.

• 1 company was an IWF Member.

45
65%8

12%

16
23%

More than 120 mins

120 mins or less

60 mins or less

Fastest removal time

3 Minutes
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‘Self-generated’
child sexual abuse imagery

This is now the predominant type of child sexual abuse imagery 

we see online.

In 2021, almost three quarters (72% or 182,281) of 

reports included “self-generated” child sexual abuse 

imagery. In 2020, this was 44% or 68,000 reports.

• Once captured, these images & videos can be recirculated for 
years after they were originally created.

• No blame should be placed upon the victim.

iwf.org.uk
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8/10
of self generated 
reports included 
an 11-13 year old girl

‘Self-generated’
child sexual abuse imagery

11-13 year olds - Types of abuse

Abuser Present:
21,999 (13%)

Self Generated:
147,983 (87%)
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235%

‘Self-generated’
child sexual abuse imagery

7-10 year olds - Types of abuse

Abuser Present:
28,984 (51%)

Self Generated:
27,559 (49%)
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Increase in reports 
including 7-10 year olds

= fastest growing group. 
In 2020 there were 8,231 
instances. In 2021 there 
were 27,559.
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• 20,000 reports of 
‘self-generated’ sexual 
abuse imagery seen in 
first half of 2022 showed 
7-10 year olds. 

• 8,000 more instances than 
same period last year.
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Sibling abuse
• Children are being tricked and 

coerced into abusing their siblings 
by offenders over webcam. 

• 511 instances seen over 

3 months / 8 times a day.

• 5/10 times involve 

penetrative sexual abuse.

• This happens in family homes, 
with parents/carers unaware.

We saw: Two 11-year-old 
girls offer to show their 
underwear for more ‘likes’.

We saw: An embarrassed 
11-year-old boy whose 
brother asks him for oral sex.

We saw: Three boys reading 
out instructions from a woman 
online who asks them to 
remove their underwear and 
touch each other.
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This snapshot study took place in 2020
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Vulnerabilities
- the child is never to blame*
• Key stage of sexual development (amplified feelings of anxiety, 

sensitivity + vulnerability, curiosity + riskier behaviours);

• Popularity – “likes” rule;

• Believe it’s just a game / some fun;

• Naivety about the honesty of others & a misplaced confidence 

in themselves;

• Special educational needs increase vulnerability;

• Having use of an internet-enabled device with a camera. 

*Informed by research by BritainThinks on behalf of IWF, 2019

saferinternet.org.uk//  Protecting children for 25 years iwf.org.uk
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• Will ‘scattergun’ large volumes of requests

• Will apply pressure / persuasion  / coercion 

• Will encourage them into a “harmless game”

• Will tell them how beautiful / pretty / grown up

they are

• Will show them recordings of other children doing 

sexual activities to ‘normalise’ it to their victim.

Tactics of offenders*

*Observed by IWF analysts

iwf.org.uk//  Protecting children for 25 years
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Prevention campaign
Building resilience to the threat of self-
generated sexual abuse of children, thereby 
reducing the number of incidences.

1. Help girls aged 11-13 recognise the actions 
of offenders, feel empowered to block, report 
& tell someone they trust.

2. Raise parental awareness of this criminality 
and motivate and educate them to help 
protect their children.

Funded by IWF, Microsoft and UK Government’s Home Office, 
TikTok + private funder and numerous advertising credits from 

relevant social media companies.

iwf.org.uk
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Home Truths
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So what can parents & carers do 
to protect their child?

+ Parents’ resource on microsite with conversation starters: talk.iwf.org.uk
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Gurls Out Loud
Block. Report. Tell someone you trust.

• To help girls spot the signs of grooming / coercion. 

• Series of educational social content. 

• Empowering: inspired by women’s marches, 
climate change protests and Me Too movement.

• Social influencer content.

• Places of support signposted on microsite.

gurlsoutloud.com
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Gurls Out Loud
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Influencer content
We worked with 10+ social media influencers 
who created content on their TikTok and 
YouTube channels to support the campaign

Tallia Storm Caitlin and Leah
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Conversations about online grooming and online 
sexual abuse can make all the difference to both 
parents/carers and daughters.

• It breaks down barriers to future conversations. 

• Parents who’d already spoken to their daughters 
were more confident their daughter would speak 
to them if a problem arose.

• While daughters who had been spoken to were 
more open to the possibility of their parents 
talking to them again.
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1. Finding the right time and place to talk about it.

2. A better idea of what girls are doing online.

3. A better understanding of the risks.

4. Learning how other parents are doing this. 

5. More support/materials from schools or charities.

6. Knowledge that allows them to deal with / 

appropriately react if their daughter/child revealed 

that she had been affected.

7. A better understanding of the tactics of sexual 

offenders online.
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Resource for parents
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Project Evolve

• projectevolve.co.uk 

• Funded by the UK Safer Internet Centre, it’s FREE to schools.

• For Primary and Secondary pupils (aged 4 – 18)

o 10,500 schools registered across UK, 

o 38,500 teachers, 

o 550,00 assessment statements.

• Enables teachers to understand where their pupils are now, 
and measure improvements. 

• It maps to all 330 statements from the UK Council for 
Internet Safety’s (UKCIS) framework: “Education for a 
connected world”.
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Project Evolve:
Top Level Subjects Covered
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Report Remove
IWF & NSPCC developed Report Remove to support a young 

person in reporting in reporting sexual images or videos of 

themselves for removal from the internet.

• Childline supports and safeguards the child;

• The child reports their image/video to IWF through a 

dedicated portal, verifying their age with Yoti.

• IWF analysts assess the imagery against UK law. A 

criminal image will be removed from internet and hashed.

• Childline contacts the child to provide updates on their 

report.
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The process is child-centred; the young 

person doesn’t need to tell anyone who they 

are; they can always access support from 

Childline, and they don’t need to worry 

about an unnecessary visit from the police.
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Thanks for listening
Contact us:

• iwf.org.uk

• media@iwf.org.uk

• +44 (0) 1223 20 30 30
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